


WHO 
   WE ARE
The WorldsTechnology, Right here at Home.

Pioneer-360 is headquartered in New
Philadelphia, Ohio.Philadelphia, Ohio. This site houses our Net-
work Operations Center for IT Infrastructure 
monitoring and support for our 200+ Fully 
Managed clients. From CIO level Services to 
Network Administration, Pioneer prioritizes 
a Pro-Active response to IT over the outdat-
ed break-fix model of support. We work with 
our clients to build technologies designed to 
protect and future- proof their business.

We excel in Network Infrastructure Design, Backbone 
Installation, Network Storage, Security and more. Our 
Telecommunications devision specializes in providing 
Phone Systems, VoIP Solutions, Security Hardware, 
Installation and Infrastructure Cabling. As a mul-
ti-disciplined corporation of professionals and tech-
nicians we can provide services to large, medium, 
and small business.



WE 
FOCUS 
ON YOUR 

IT'S SIMPLE.

IT.

YOU 
FOCUS 
ON YOUR 
BUSINESS.



FULLY
Managed IT.

Small or large, we enable your business to
run IT like an Enterprise. We leverage
leading-edge technology and world-class
systems to enhance the way our clients do
business now and in the future. Let us
help you harness the power of technology
tto reach your business goals.

Pioneer 360’s IT support model is a modern, solu-
tion oriented and cost-effective approach to pro-
viding fully managed IT support services for 
small, mid-market, and large businesses/organi-
zations. As your fully dedicated IT support de-
partment we are focused on proactive manage-
ment of your network, allowing us to detect and 
correct issues before they become business inter-
ruptions. Simplified Budgeting for IT support, with 
one flat monthly fee.

YOUR BUSINESSES IT SOLUTION WHY GO FULLY MANAGED



ALL
Inclusive IT.

Pioneer 360’s IT support model is a modern, solution oriented, cost-effective approach to provid-
ing fully managed IT support services for small, mid-market, and large businesses/organizations 
that want and/or require significant network/internet security and compliance documentation. As 
your fully dedicated IT support department we are focused on proactive management of your 
network, allowing us to detect issues before they become business interruptions. Simplified 

Budgeting for IT support, with one flat monthly fee.

 ALL INCLUSIVE IT FOR BUSINESSES WITH COMPLIANCE REGULATIONS



OUR 
STACKIT.

STACK THE DECK AGAINST HACKERS

Pioneer 360 has the tools to improve your 
business network performance, security, and 
user productivity. 



THE COMPLETE MONITORING SOLUTION
Malware attacks negatively impact businesses in a variety of ways. 
Common examples are data theft, unforeseen data recovery costs, 
access to confidential data, and customer dissatisfaction.

WANT TOTAL PEACE OF MIND?
P360 Assist provides your organization with a proactive first line 
of defense against viruses and security threats. The most common 
threats are a direct result of outdated Anti-virus software and un-
patched systems. Pioneer-360 offers you a complete Core Security
package that includes the #1 rated Anti-virus software in the 
market today. We proactively keep your workstations safe and your 
employees productive.

ACTIVE, REAL TIME MONITORING OF SERVERS,
WORKSTATIONS, AND NETWORK DEVICES

P360 Assist includes Advanced Monitoring of all your devices. Preventing down-
time by detecting issues, in real time, before they become serious is a core fea-
ture of P360 assist. Let us take your IT from reactive to proactive.

Recurring maintenance on your Workstations is as important as maintenance on 
your vehicle. It improves performance and helps prevent future failures. Our 
weekly workstation maintenance aids in keeping your workstations running 
smoothly.

Getting support when you need it should be easy. With our Connect2Help Icon, it 
is. With a click you can quickly and easily contact a human being, on your PC, in 
real time for live assistance.

Cloud software and hosting has become increasingly popular, and in doing so has 
opened the door for new impending issues. Netpath can detect connectivity 
issues when they occur by actively monitoring all the possible points of failure 
outside your network.

ADVANCED 
THREAT 

PROTECTION

RANSOMEWARE
PROTECTION

ANTI-PHISHING ANTI-FRAUD SECURE
BROWSING

APPLICATION
CONTROL

INTRUSION
PROTECTION

PATCH
MANAGEMENT



A number of situations could occur that might result in the loss of data. A computer or hard drive 
failure could make data irretrievable. Theft of a computer system could also cause you to lose in-
formation. A virus or malware introduced to a computer could erase a hard drive or prevent you 
from accessing it. Even a physical event such as a fire or a flood could lead to computer damage, 
which would prevent you from accessing files on your computer. Imagine the personal or profes-
sional hardship you might experience if suddenly your computer system became inoperable and 
you could not access the information you had stored on your computer. For a business, this situa-
tion could be a professional disaster. On a personal level, the loss of personal correspondence, 
documents, and photographs could be devastating. Duplicating or backing up computer data pre-
vents hardships and mishaps from occurring in the event of technological failure.

GET MORE OUT OF YOUR BACKUP SOLUTION

VIRTUAL STANDBY
Minimize downtime with automated 
system restores to Hyper-V or 
VMware.

BARE METAL RESTORE
Bare-metal restore makes recovery 
fast. Avoid a lengthy OS installation 
and configuration after a failure.

FILE AND FOLDER BACKUP
MSP Backup’s file and folder Disaster 
Recovery only backs up your compa-
ny’s most vital data, making it an af-
fordable and effective backup solution.

MSP
BACKUP DATA: Safe. Secure. Recoverable

LOCAL 
BACKUP

CUSTOM
RETENTION

CLOUD
BACKUP

BACKUP
MONITORING

ARCHIVING



Microsoft Office 365 for small business takes the industry’s most recognized 
set of productivity and collaboration tools and delivers them as a subscription 
service. With our cloud services, your organization can lower overall costs and 
deliver the right set of tools for the right users, all with appropriate layers of 

security and compliance.

WORK SMARTER. NOT HARDER

GET MORE
50 GB Mailbox with all your favorite applications: Word, Excel, 
PowerPoint, Outlook, Publisher, and OneDrive.

CONTROL YOUR COSTS
Reduce the IT overhead of running on-site Exchange or Small 
Business Servers.

SSTAY PRODUCTIVE
Whether you’re using a PC, Mac, laptop, tablet, or smartphone, 
you can still stay productive and collaborate.

RECOVER YOUR EMAILS
Our email backup solution is bundled with every mailbox. 

Reduced Infrastructure Costs

Enhanced Security 

No Upgrades or Repairs

Protect your Data with Email Backup

Add Additional Mailboxes Easily

Access to the full suite anywhere on all your devices

Managed by Us, so You Don’t Have To

HOSTED EXCHANGE
 & APPLICATIONS

OFFICE 365

WHY CHOOSE OFFICE 365



Spam now contains malware, with hackers sending cleverly 
disguised emails to your business. Once clicked by an employ-
ee, it infects your computer system (virus) or steals your pri-
vate data (phishing). Malware can then spread across the 
entire computer network and beyond, including your clients 
and vendors. The very fact that your employees must pause 
and examine every single link and attachment adds hours of 
lost productivity. Occasionally, spam is so convincing that only 
an expert would be able to visually identify it. Employees are 
also more likely to miss an important email, either not seeing it 
arrive at the same time as a spam attack or becoming over-
whelmed with the sheer number of emails.

How Spam Impacts Your Business

SPAM 
VIRUS 
PROTECTION
& 

How Anti-Spam Can Save Your Business

BLOCK THREATS
The spam filteThe spam filter’s purpose is to block the spam from ever reaching your employees’ screens. The threat is auto-
matically identified and either held securely or immediately deleted. This is the best way to avoid activating 
spam malware, as it’s so easy to click through links in an email that seems authentic and important. The ef-
fects of that one spam click may be instantaneous or may lie hidden for months. Removing the email before it 
becomes a risk is a much better option.

FILTER LEGITIMATE EMAILS
Real mail needs to be able to stand out and avoid the trash. Anti-spam filtering has sophisticated recognition 
capabilites which block spam and allow real mail to land safely in mailboxes. Meet data regulations: Many busi-
nesses are subject to strict privacy and data storage regulations, some more so than others. To continue opera-
tion, they have to meet conditions including always using spam filtering to reduce the risk of data breach.

PROTECT YOUR BUSINESS’ REPUTATION
 You can see how uncomfortable CEOs are when they hold press conferences to admit a breach. They must ac-
knowledge that they failed to protect client data, or that users may be infected with a virus. Not only do they 
then face financial loss, their business reputation takes a nosedive. Anti-spam filtering can ensure these types 
of scenarios don’t happen to you.

PROTECTION MADE SIMPLE

DOMAIN LEVEL FILTERING

MANAGED SERVICE

REPORTING



Automatic and user-initiated encryption
Automatic encryption requires no action by the 
email sender. To send an encrypted email, send-
ers simply create a message and hit “send”. The 
user can also initiate encryption by inserting a 
predefined keyword or by selecting “encrypt” via 
optional Outlook plugin.

Content scanning
Outbound email and attachments are scanned 
for sensitive and confidential information using 
our robust advanced content filters to help you 
stay in compliance with industry, federal and 
state regulations, such as HIPAA, GLBA, GDPR, 
FERPA, PII and many others.

Data loss prevention
With our advanced content filtering you can also 
block email that should not be leaving your or-
ganization and when it is intended, encrypt the 
email so sensitive information is protected while 
in transit.

FINANCIAL INSTITUTIONS
Financial institutions must protect personal 
financial information in any email communi-
cation. ZixEncrypt is used by 30% of all U.S. 
banks, 100% of U.S. FFIEC regulators, 7 Divi-
sions of U.S. Treasury, 24 state financial regu-
lators and the U.S. Securities & Exchange 
commission, providing transparent secure 
communication.communication.

HEALTHCARE ORGANIZATIONS
HIPAA requires that any organization email-
ing patient information must make sure the 
data is encrypted in transit.

INSURANCE COMPANIES
These organizations are often dealing with 
both financial and healthcare information and 
must protect the privacy of their members. 
ZixEncrypt allows you to transparently com-
municate with the banks, healthcare organi-
zations and other insurance companies.

EMAIL
ENCRYPTION

POWERED BY ZIX
63 MILLION MEMBERS
3,000 ORGANIZATIONS

Pioneer 360’s email encryption, powered by ZixEncrypt, helps you to protect email and sensitive 
information by making email encryption to anyone, anywhere on any device as convenient as 
possible. ZixEncrypt also reduces the headaches of data loss prevention by focusing on your 
greatest threat channel for data loss; email. As the gold standard for email encryption, ZixEn-
crypt removes the hassle of encrypted email and gives you peace of mind that your sensitive 
data is secure in transit. Using our proven policy filters, your email and attachments are 
scanned automatically. If email contains sensitive information, they can be blocked, routed or 
encencrypted. With encryption, secure email is delivered to your recipients in the easiest method 
possible, including our unrivaled transparent delivery.



MiFolder
BUSINESS GRADE FILE 
AND FOLDER SYNC 

SOLUTION

We live in a fast-paced, mobile world. How are your employ-
ees accessing and sharing files on the go?

File sync technology has made it possible for employees to 
access and share files from virtually anywhere. Unfortunate-
ly, the use of consumer-grade file sync services, such as 
Dropbox, Microsoft OneDrive, and Google Drive, jeopardizes 
the security of corporate data. The cost to organizations that 
mishandle data varies depending on the industry – but in all 
cases it is significant.

The benefits of file sync technology aThe benefits of file sync technology are great, but consum-
er-grade file sync services are not appropriate for the work-
place. Therefore, it is imperative that organizations adopt a 
enterprise-grade file sync solution that is both easy to use 
and secure.

MiMiFolder syncs corporate data, allowing users to access and 
share critical files and folders from their computers and 
mobile devices. With Mifolder, users are able to work from 
virtually anywhere.

Enterprise-grade file sync,
enabling secure file access
from any device

Secure and easy sharing,
empowering user collabora-
tion

Backup and restore features,
preventing data loss

Administrative features and
integrations, delivering secu-
rity and control

Compliant data centers
and military-grade security,
exceeding industry standard

MAXIMIZE EMPLOYEE PRODUCTIVITY AND MOBILITY WITH MIFOLDER

Mifolder is full of features that make it easy for users to securely share and work with 
others. Users have various options for sharing with internal and external parties, can 
control the files and folders that they have shared, and set policies for the ways in 
which they are accessed. Users can also collaborate via the web on documents, 
spreadsheets, and presentations; all in real time. All of this combines to form an intui-
tive and seamless user experience.



Pioneer 360’s Advanced Threat Monitoring enables an organization to get a big-picture view of its secu-
rity events throughout the enterprise. By bringing together security log data from enterprise security 
controls, host operating systems, applications and other software components, we can analyze large 
volumes of security log data to identify attacks, security threats and compromises. This data fusion en-
ables us to identify malicious activity with true enterprise-wide visibility.

Almost every business is bound by some sort of regulation or industry standard, such as PCI-DSS, HIPAA 
compliance, and Sarbanes-Oxley (SOX) regulation. Attaining and maintaining compliance is a daunting 
task. Our SIEM technologies can address compliance requirements both directly and indirectly. 

New attack New attack vectors and vulnerabilities are discovered every day. Firewalls, IDS/IPS and AV solutions all 
look for malicious activity at various points within the IT infrastructure, from the perimeter to the end-
points. However, many of these solutions are not equipped to detect zero-day attacks. SIEM can detect 
activity associated with an attack rather than the attack itself. For instance, a well-crafted spear-phish-
ing attack using a zero-day exploit has a high likelihood of making it through spam filters, firewalls and 
antivirus software, and being opened by a target user. SIEM can detect and thwart such threats.

CONTINUOUSLY UPDATED
THREAT INTELLIGENCE

PIONEER 360 SOC INCIDENT
MANAGEMENT

COMPLIANCE ALIGNMENT

Our SIEM platform continuously updates 
from multiple sources, including
IP and domain reputation databases,
to monitor for known and unknown
security threats.

Pioneer 360’s SOC Team monitors and
responds to incidentant alerts, ensuring
your network Security is always
under control.

Attaining and maintaining compliance
is a daunting task. Our SIEM technologies
can address compliance requirements
both directly and indirectly

WHY IS SECURITY INFORMATION  AND 
EVENT MANAGEMENT (SIEM) IMPORTANT?

SECURITY
THREAT
MONITORING

IT environments are growing ever
more distributed, complex and difficult
to manage, making the role of security
information and event management

(SIEM) technology more important than ever.



Sensitive data left exposed on systems poses a great risk to your business. Often, companies amass large 
amounts of sensitive person identifiable information (PII), including social security numbers, driver’s licenses 
numbers, credit card information, and more in dispersed persistent at rest storage. Pioneer-360’s Risk Intelligence 
roots out sensitive data and potential vulnerabilities no matter where they are stored, providing actionable in-
sights for sensitive data protection so you can mitigate the risk.

Beyond identifying at-risk data, Risk Intelligence 
points out the vulnerabilities that could lead to a 
data breach. Whether a customer's biggest risks 
come from email or from malicious web downloads. 
Risk Intelligence will help  tighten your security 
where you need it most.

Payment Data Discovery

PII And PHID

Vulnerability Scanning

Finds and reports financial impact

Discovers sensitive personal data

locates security holes in your systems

LOCATE SENSITIVE DATA ACROSS YOUR NETWORK

REDUCE THE RISK OF MULTIPLE 
SOURCES OF ATTACKS

RISK
INTELLIGENCE

ORGANIZATION
PHISHING TESTING

Pioneer 360 can easily conduct simulated phishing at-
tacks to test and train employee security awareness.

Real-World Phishing Simulations
Reduce the Human Risk

The human element is often the weakest component in a 
company’s security, and attackers exploit this fact. Phishing 
attacks are on the rise and more sophisticated than ever.

1 in 10 people fall for phishing attacks. 23% open the 
message and 11% click on the attachments

Over 1 million new phishing sites are
created each month

91% of hacking attacks begin with a phishing or 
spear-phishing email

PHISH

TRAIN

Continuously phish your em-
ployees to maintain a high 
level of security awareness.

Train your employees on the 
risk and prevention of phish-
ing using teachable moments 
or complete courses.

ANALYZE
Analyze test results and vali-
date security awareness with  
reporting.



W cameras

INTEGRATION

VIDEO MANGEMENT SYSTEM (VMS)



Access all of our Unified Communications fea-
tures in one place. Our desktop application 
allows you to access contacts, make and receive 
calls, monitor presence by seeing who’s on a call, 
busy available or off-line, and chat with other 
users on the system. 

Our mobile app is designed to keep you connected 
wherever you are. Users can make and receive 
calls as if they were in the office. Their company’s 
caller ID displays whenever they call out from it 
and chat.

Stay connected to your team wherever you go. 
Users can start or join a 50-person meeting with 
crystal-clear, face to face video, high quality 
screen sharing and instant messaging.

DESKTOP APP

MOBILE APP

COLLABORATION

RELIABLE
Our commercially supported
service platforms are
geographically redundant and
designed for 99.999% uptime 
and reliability.

PIONEER-360 CLOUD UC
Pioneer-360 Cloud Unified Communications is 
an enterprise-grade, all-in-one business solu-
tion that combines Voice, Mobility, Messag-
ing, Presence, Conferencing, and Collabora-
tion. This empowers workforces with the con-
venience of working anywhere with internet 
access: at the office, home, or on the road.YOUR PHONE ANYWHERE

• Auto-Attendants
• Call Analytics
• Call Queues
• Call Recording
• Desktop Integration
• Mobile app
• Cus• Custom greetings
• Find Me / Follow Me
• Music on Hold

• Online PBX Controls
• Ring Groups / Departments
• Soft phone
• Time-Based Routing
• Chat
• Presence Status
• Collabo• Collaboration

SIMPLE & SCALABLE
Multiple users and locations 
are managed in an easy-to-use 
interface.As your business 
grows, so does your phone 
system.

ROBUST WORKFORCE
Streamlined work flow with an 
all-inclusive phone system: 
Voice, Presence, Instant Mes-
saging, Video/Web
Conferencing, and Collabora-
tion.

MOBILE & ON-THE-GO
Stay connected to your phone 
system anytime, anywhere by 
using a desk phone, smart-
phone, or tablet.



PIONEER-360 CLOUD UC
Phones

Yealink SIP-T42S
The SIP-T42S IP phone is a dynamic business communications tool 
for superior voice communications and extended functionality. It 
has a faster, more responsive interface than the T42G and offers 
better overall performance. The SIP-T42S is a 12-line IP phone with 
multiple programmable keys for enhancing productivity. 

Yealink SIP-T46S

Yealink SIP-T48S

The SIP-T46S IP phone is the ultimate communications tool for 
busy executives and professionals. In addition to offering better 
overall performance than the T46S, this device has a faster inter-
face with a rich, high-resolution TFT color display. Built with Yeal-
ink Optima HD technology and  the wideband codec:Opus. This 

device enables crystal clear communications. 

The SIP-T48S IP Phone is a dynamic business communications solution 
for executives and professionals. This phone offers a large touch screen 
that makes switching between pages and applications swift, easy and 
convenient. The SIP-T48S also uses Yealink’s Optima HD Voice technolo-
gy and wideband codec:Opus for unparalleled audio clarity. 

DECT IP Phone W60P
• High-performance SIP 
  cordless phone system
• 2.4″ 240 x 320 color screen with 
  intuitive user interface
• Up to 8 concurrent calls
• Up to 8 DECT cordless handsets
• Up • Up to 8 VoIP accounts
• Support Opus audio codec
• Up to 30-hour talk time
• Up to 400-hour standby time
• Quick charging: 10-min charge time
   for 2-hour talk time
• TLS and SRTP security encryption

CP930W-Base

• DECT technology
• Up to 8 concurrent calls
• Up to 8 DECT cordless handsets
• Up to 8 VoIP accounts
• Built-in battery
• Up to 24-hour talk time
• Up • Up to 15-day standby time
• Less than 4 hours charging time
• Optima HD voice, full duplex    
        technology
• 20-foot (6-meter) and 360-degree
   microphone pickup range
• 5-way conference call
• Upg• Upgrade over the air



ORGANIZATION
COMPLIANCE

MANUFACTURING/SERVICE BUSINESS REGULATIONS

LOCAL GOVERNMENT REGULATIONS

Information security is often feared as an amorphous issue that only the IT department must deal with. 
The reality is that companies need to be concerned with Federal and State regulatory compliance and in-
formation security. Regulations are in place that can help a company improve information security while 
non-compliance can result in severe fines. It may be difficult for a company to understand which laws 
apply and which ones do not because many different sets of laws can apply to one company and not an-
other. Use this guide to help better understand the compliance standards your business falls in.

SOC2 HIPPA/HITECH PCI-DSS
SOC 2 is an auditing proce-
dure that ensures your ser-
vice providers securely 
manage your data to pro-
tect the interests of your 
organization and the priva-

cy of its clients

The Payment Card Industry 
Data Security Standard is 
an information security 
standard for organizations 
that handle branded credit 
cards from the major card 

schemes

(Health Insurance Portabil-
ity and Accountability Act 
of 1996) is United States 
legislation that provides 
data privacy and security 
provisions for safeguard-
ing medical information.
(PHI) Personal Health In-
formation or (EPHI) elec-

tronic PHI

SOC2 GDPR HIPAA/HITECHPCI-DSS
SOC 2 is an auditing proce-
dure that ensures your ser-
vice providers securely 
manage your data to pro-
tect the interests of your 
organization and the priva-

cy of its clients

The Payment Card Industry 
Data Security Standard is 
an information security 
standard for organizations 
that handle branded credit 
cards from the major card 

schemes

The General Data Protec-
tion Regulation is a regula-
tion in EU law on data pro-
tection and privacy for all 
individual citizens of the 
European Union and the Eu-
ropean Economic Area. It 
also addresses the transfer 
of personal data outside 
the EU and EEA areas.

(Health Insurance Portabil-
ity and Accountability Act 
of 1996) is United States 
legislation that provides 
data privacy and security 
provisions for safeguard-
ing medical information.
(PHI) Personal Health In-
formation or (EPHI) elec-

tronic PHI

While the specific requirements of compliance policies vary from framework to framework, an
underlying objective of IT security in compliance policies relates to what is known as the CIA
Triad. In this case, “CIA” stands for the:Confidentiality     Integrity      Availability OF DATA



ORGANIZATIONCOMPLIANCE
FINANCIAL ORGANIZATION REGULATIONS

SOC2 IRS-4557 GLBA FFIEC PCI-DSS
SOC 2 is an auditing proce-
dure that ensures your ser-
vice providers securely 
manage your data to pro-
tect the interests of your 
organization and the priva-

cy of its clients

The Payment Card Industry 
Data Security Standard is 
an information security 
standard for organizations 
that handle branded credit 
cards from the major card 

schemes

Also known as the Finan-
cial Modernization Act of 
1999. It is a United States 
federal law that requires fi-
nancial institutions to ex-
plain how they share and 
protect their customers' 
private information

The Federal Financial Insti-
tutions Examination Coun-
cil is a formal U.S. govern-
ment interagency body 
composed of five banking 
regulators that is "empow-
ered to prescribe uniform 
principles, standards, and 
report forms to promote 
uniformity in the supervi-
sion of financial institution

Protecting taxpayer data is 
the law. Federal law gives 
the Federal Trade

Commission authority to 
set data safeguard regula-

tions for various
entities, including profes-
sional tax return preparers, 
insurance companies, and 
investment firms

The Ohio Safe Harbor Law will provide covered entities a legal safe 
harbor for certain data breach-related claims brought in an Ohio 
Court or under Ohio Law if, at the time of the breach, the entity 
maintains and complies with a cyber-security program that:

1.    Contains administrative, technical and physical safeguards for 
the protection of personal information.

2.    Reasonably conforms to one of the “industry-recognized” cy2.    Reasonably conforms to one of the “industry-recognized” cy-
ber-security frameworks enumerated in the law.

Pioneer 360 understands compliance and operates 
on the standards set by the regulatory governances 
of Nist and ISO. Our Team of experts can help you 
obtain a more secure network with our compliance 
guidance processes and procedures.

HOW WE CAN HELP

IF YOU DO BUSINESS IN EUROPE, YOU ARE SUBJECT TO GDRP REGULATION 

1354.01-05 of the Ohio revised code

HEALTHCARE BUSINESS REGULATIONS

SOC2 HIPPA/HITECH PCI-DSS
SOC 2 is an auditing proce-
dure that ensures your ser-
vice providers securely 
manage your data to pro-
tect the interests of your 
organization and the priva-

cy of its clients

The Payment Card Industry 
Data Security Standard is 
an information security 
standard for organizations 
that handle branded credit 
cards from the major card 

schemes

(Health Insurance Portabil-
ity and Accountability Act 
of 1996) is United States 
legislation that provides 
data privacy and security 
provisions for safeguard-
ing medical information.
(PHI) Personal Health In-
formation or (EPHI) elec-

tronic PHI




