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YOUR BUSINESS REGULATIONS

Information security is often feared as an amorphous issue that only the IT department must 
deal with. The reality is that companies need to be concerned with complying with information 
security from top to bottom. Regulations are in place that can help a company improve informa-
tion security while non-compliance can result in severe fines. It may be difficult for a company to 
understand which laws apply and which ones do not because many different sets of laws can 
apply to one company and not another. Use this guide to help better understand the compliance 
standards your business falls in. 

SOC2 IRS-4557 GLBA FFIEC PCI-DSS
SOC 2 is an auditing proce-
dure that ensures your ser-
vice providers securely 
manage your data to pro-
tect the interests of your 
organization and the priva-

cy of its clients

The Payment Card Industry 
Data Security Standard is 
an information security 
standard for organizations 
that handle branded credit 
cards from the major card 

schemes

Also known as the Finan-
cial Modernization Act of 
1999. It is a United States 
federal law that requires fi-
nancial institutions to ex-
plain how they share and 
protect their customers' 
private information

The Federal Financial Insti-
tutions Examination Coun-
cil is a formal U.S. govern-
ment interagency body 
composed of five banking 
regulators that is "empow-
ered to prescribe uniform 
principles, standards, and 
report forms to promote 
uniformity in the supervi-
sion of financial institution

Protecting taxpayer data is 
the law. Federal law gives 
the Federal Trade

Commission authority to 
set data safeguard regula-

tions for various
entities, including profes-
sional tax return preparers

While the specific requirements of compliance policies vary from framework to framework, an
underlying objective of IT security in compliance policies relates to what is known as the CIA
Triad. In this case, “CIA” stands for the:
The Ohio Safe Harbor Law will provide covered entities a legal safe 
harbor for certain data breach-related claims brought in an Ohio 
Court or under Ohio Law if, at the time of the breach, the entity 
maintains and complies with a cyber-security program that:

1.    Contains administrative, technical and physical safeguards for 
the protection of personal information.

2.    Reasonably conforms to one of the “industry-recognized” cy2.    Reasonably conforms to one of the “industry-recognized” cy-
ber-security frameworks enumerated in the law.

Pioneer 360 understands compliance and operates 
on the standards set by the regulatory governances 
of Nist and ISO. Our Team of experts can help you 
obtain a more secure network with our compliance 
guidance processes and procedures.

HOW WE CAN HELP

Confidentiality     Integrity      Availability OF DATA

IF YOU DO BUSINESS IN EUROPE, YOU ARE SUBJECT TO GDRP REGULATION 
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